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ABSTRACT

With the increase in smartphone user, mobile forensics has become an essential element in modern digital forensic
investigation. Mobile messenger data is very important data in mobile forensics because it can acquire information such as
user’s life pattern and mental state. In order to analyze messenger data, a decryption technique of an encrypted messenger
data is required. Since most messengers provide a message deleting function, a technique for recovering deleted messages is
required. WeChat Messenger, a messenger used by about 1 billion people around the world, uses IMEI (International Mobile
Equipment Identity) information to encrypt data and provides message deletion function. In this paper, we propose a data
decryption method in the absence of IMEI information and propose a method for recovering deleted messages using FTS
(Full Text Search) database created for full-text search function of SQLite database.
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Table 1. FTS database table structure

Table name
FTS3/4| FTS5

Contents

Contains the actual data
inserted into the FTS table.
This shadow table is not
present for contentless or
external content FTS tables.

(name)_content

Remaining data from the

original table that is not

contained in the (name)
_content table.

Kname) MetaData

(name)_|{name)_| This table contains most of the
segdir | data full-text index data.

Contains the size of each column

of each row in the virtual table

(name)_docsize |in tokens. This shadow table is

not present if the “columnsize”
option is set to 0.
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Table 2. SQLCipher input values used for WeChat database encryption

Page

. HMAC KDF
size

OS Target file

Iteration PassPhrase

En*.db 1,024 X

PBKDF2-HMAC-SHA1| 4,000

LEFT7 (MD5 (UIN || IMET ) )

Android FTS5 Index
database

4,096 | SHA1 |PBKDF2-HMAC-SHA1| 64,000 |LEFT7 (MD5(UIN||/IMEI||WeChat ID))

All database
file

Windows 4,096 | SHA1 |PBKDF2-HMAC-SHA1| 64.000

256bit Raw key
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Forensics( Left : IMEIl exist / Right : no IMEI )
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Fig. 8. Deleted messages that remain in
unallocated space in older versions of FTS
databases
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Fig. 9. FTS index data in WeChat for Android
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Table 4. Index data of unicode messages
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Fig. 12. Deleted message recovery process using FTS database
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